The Creator’s Shield

Mastering the Legal Considerations to Protect Individuals for RO93

Becoming a responsible and successful media creator means mastering the code of conduct
that protects everyone involved. This guide will equip you with the essential legal knowledge to
create safely, ethically, and confidently—and to excel in your exam.
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Your Fundamental Duty: To Protect Individuals

At the heart of all media law is a simple, non-negotiable principle: producers must follow legal and ethical rules to
protect people’s data, privacy, safety, and wellbeing when media products are planned, produced, and distributed.

Pillar 1 @

Keeping personal Dat; o
information secure and . rivacy
usingitfairy. \ Frotection
Protecting
Individuals
Consent

Getting clear permission to
collect data, use images, or
record people.

Safety &
Safegarding

Privacy

Respecting an individual's
right not to be filmed or
exposed without consent.

Pillar 2:
Safety & Safeguarding

Actively protecting participants
from harm, especially children
and vulnerable people.
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The Three Pillars of Protection

To master your legal responsibilities, we will structure them into three core pillars. Each
pillar is a critical component of your ‘Creator’s Shield’.

Securing Data
& Privacy
How to legally and ethically

handle the personal
information you collect.

Oy

Ensuring Safety &
Wellbeing
Your duty of care to

participants during the
production process.

Guarding Your
Audience
Protecting viewers and

listeners from harmful or
inappropriate content.
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Pillar 1: Securing Data & Privacy

When media producers collect or use
personal data, they must follow data
protection laws like the UK GDPR and
the Data Protection Act.
Understanding the principles is key
for your exam.

Data - Consent - Security - Retention
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Handling Personal Data Responsibly
WHAT is Personal Data?

 Names, addresses, contact details; f EXAMLINK

e Date of birth, school; In your exam, you may be

e Photos and video where people are recognisable; asked to explain how you

e Online identifiers like usernames. would handle personal
. data safely during the

The Principles (Simplified) product. Be specific about

 Collect only what is necessary for a clear purpose. security and getting
o Keep data secure (passwords, encryption). PRITIFSSIH

e Do not keep data for longer than needed.

e Use datain away that is fair, lawful, and transparent.

The Consequences

Failure to comply can lead to fines, legal action, and
significant reputational damage.
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Pillar 2: Ensuring
Safety & Wellbeing

Your legal duties extend beyond
data. You must ensure that every
person who participates in your
production is kept safe from
physical, emotional, and
psychological harm.

Safety - Safeguarding - Consent - Ethics




Consent & Model Releases: %\

Your Legal Proof of Permission \ —— &\

Consent: The agreement from e They protect the producer =7 Always get forms signed
an individual to take part and from future legal claims of beforerecording begins.
have their image, voice, or unauthorised use.
data used. =7 The form must state

e They give the individual where, how, and for how
Model Release Form: The control over how their long the media will be
formal, written documentation image is used. used.
of that consent. It provides =] Keep clear, secure records
clear, legal permission to use of all permissions.

someone’s image in specific
ways.
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Safeguarding & On-Set Safety:
Your Duty of Care in Action

Protecting Children & Vulnerable General On-Set Safety &
People (Safeguarding) Wellbeing
e You must get consent froma e Carry out formal risk
parent or guardian for anyone assessments for all filming

under 18.
e Always follow the safeguarding
policies of the school or

organisation you are working
with. \ » Ensure first-aid arrangements
e Avoid any content that could \// and emergency contacts are

embarrass, exploit, or put available on set.
Individuals at risk.

EXAMTIP

Always link legal and ethical points to practical production decisions. For example, explain why a
risk assessment for a specific location is necessary to protect the crew.

o o locations and activities.
n— ”_ e Provide clear safety briefings
M / b to all cast and crew before

starting.
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Pillar 3: Guarding Your Audience

Beyond production, media producers have legal and regulatory responsibilities
to protect audiences from harmful, offensive, or inappropriate content.

Harmful Content - Age Ratings - Content Warnings - Misrepresentation
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Preventing Harm & Protecting Viewers

WHAT is Potentially Harmful Content?
%¥| e Graphic Violence or disturbing images.

R

@ e Offensive Language, hate speech, or discriminatory behaviour.
& e Content that could encourage dangerous behaviour.

f% e |nvasion of privacy or publishing sensitive personal information without consent.

HOW Do Producers Protect Audiences?

e Use Age Ratings: Apply official classifications (e.g., from the BBFC) or platform restrictions
where appropriate.

* Provide Content Warnings: Clearly alert the audience to sensitive topics at the beginning of
the content.

e Avoid Stereotyping: Ensure fair and accurate representation of individuals and groups.
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Applying Your Shield: From Theory to Exam Practice

Understanding the three pillars is the first step. Now, let's deconstruct how to
apply this knowledge to achieve top marks in your R093 exam, focusing on the
high-value 9-mark question.
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Case-in-Point: The 9-Mark Scenario

Q5. A college wants to create a social media campaign that
includes student photos, short interviews and an online
competition.

Discuss the legal considerations the media team must follow
to protect the students involved, and how these should be
applied in practice. Provide justified recommendations. (9
marks)
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Building a Top-Band Answer with the Three Pillars

Use the pillars to structure your paragraphs. For each one, explain the actions and justify *why* they
protect the students.

2
'

Pillar 1: Data Protection & Pillar 2: Consent & Pillar 3: Content & Audience
Privacy Safeguarding Protection
e Collect only necessary data for » Obtain signed model release e Review all photos and interview
the competition (e.g., name, forms from all students for clips to ensure they do not cause
college email). photos/interviews. embarrassment or put students
e Explain how and where this data e For under-18s, secure at risk of online bullying.
will be stored securely (password- parental/guardian consent. + Avoid sharing any sensitive
protected spreadsheet).  Ensure a teacher or staff member personal details in the final
« State a retention policy (e.g., data s present during filming content.
will be deleted after the winner is (supervision) as part of the
announced). college’s safeguarding policy.

Your justified conclusion should state which steps are most critical. For example, “The most critical step is
securing informed consent via release forms, as this provides the legal foundation for the entire campaign and
directly protects both the students’ rights and the college from legal challenges.”
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Quick-Fire Exam Techniques

2-Mark Question: ‘Explain one

1-Mark Question: ‘State... r6550R..."

Make a point, then explain the impact.

“Consent forms are used to... This is
important because...”

Give one clear, simple, correct example.

“A person'’s full name or their home
address.”

4-Mark Question: ‘Explain two
risks...’

3-Mark Question: ‘Describe three

ways...’

For each of two points, describe the risk
and explain the effect on the individual.

Give three distinct, separate points.

1.Conduct a risk assessment.
2.Give a safety briefing.
3.Get signed consent forms.

“Onerisk is a data leak. This could lead
to identity theft, causing financial and
emotional distress to the individual.”
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The Creator’s Shield: Your Professional Checklist

& A
S

Before any project, run through this checklist. This is not just for
your exam; it is the mark of a professional media creator.

[ ] DATA (Pillar 1Blue): Do | know exactly what personal data | am

collecting and why? Is it stored securely?

CONSENT (Pillar 2 Orange): Do | have signed, written
permission (model release forms) from every person appearing
in my product?

SAFEGUARDING (Pillar 2 Orange): If working with under-18s,
do | have parental/quardian consent and am | following
safeguarding policies?

SAFETY (Pillar 2 Orange): Have | completed a risk assessment
for all locations and activities?

CONTENT (Pillar 3 Teal): Have | considered the impact of my
content on the audience? Are warnings or age ratings needed?
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